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(57) ABSTRACT 

A method and system for copying files between drives of a 
computer system is provided. The method begins where files 
are selected to be copied from a first drive of the computer 
system to a second drive of the computer system. The 
selected files include operating system files, program files 
and data files. The method then proceeds to commencing an 
initial copying of the selected files. While the initial files are 
being copied, a list of non-copied files is generated. The list 
of non-copied files represent files that are locked by an 
operating system. A raw data copy is performed during the 
initial copying by referencing a FAT table of the drive from 
which data is copied from for each file in the list of 
non-copied files. A shut down of the operating system is then 
commenced. The operating system is configured to shut 
down and release the files previously locked by the operat- 
ing system. A driver is then implemented to cause a copying 
of the files identified in the list of non-copied files from the 
first drive to the second drive in order to make the second 
drive, which is receiving the files being copied, a reliable 
bootable drive. The method is also used to perform copying 
from the second drive to the first drive during a restoring 
operation. 

20 Claims, 24 Drawing Sheets 
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In some embodiments, exemplary peripheral-type storage 
devices may include an extra hard drive(s), a digital video 
disk (DVD) drive, a CDRW drive, a CDR drive, a Magneto 
Optical Disk drive, etc. Furthermore, any type of host 
adapter can be used, regardless of whether it is integrated 
into a computer's motherboard or is integrated onto a host 
adapter card. Accordingly, the present embodiments are to 
be considered as illustrative and not restrictive, and the 
invention is not to be limited to the details given herein, but 
may be modified within the scope and equivalents of the 
appended claims. 

What is claimed is: 

1. A method for copying files from a primary drive of a 
computer system, comprising: 

selecting files to be copied from the primary drive of the 
computer system to a backup drive, the selected files 
including operating system files and program and data 
files; 

commencing an initial copying of the selected files; 

generating a list of non-copied files during the copying of 
the selected files, the list of non-copied files represent 
files that are locked by an operating system running on 
the primary drive; 

commencing a shut down of the operating system, the 
operating system being configured to shut down and 
release the files previously locked by the operating 
system; and 

copying the files identified in the list of non-copied files 
from the primary drive to the backup drive in order to 
make the backup drive a fully bootable drive. 

2. A method for copying files from a primary drive of a 
computer system as recited in claim 1, wherein the list of 
non-copied files is temporarily stored in the system registry 
of the primary drive of the computer system. 

3. A method for copying files from a primary drive of a 
computer system as recited in claim 1, further comprising: 

running a driver that is configured to be notified by the 
operating system that the shut down of the computer 
system has commenced; and 

the driver being configured to refer to the system registry 
to find the list of non-copied files and trigger the 
copying of the files identified in the list of non-copied 
files from the primary drive to the backup drive. 

4. A method for copying files from a primary drive of a 
computer system as recited in claim 3, wherein the driver 
shuts down after the operating system, and the copying of 
the files identified in the list of non-copied files is performed 
after the operating system shuts down but before the driver 
shuts down. 

5. A method for copying files from a primary drive of a 
computer system as recited in claim 3, wherein the operating 
system is a Windows based operating system. 

6. A method for copying files from a primary drive of a 
computer system as recited in claim 5, wherein the Windows 
based operating system is an NT operating system. 

7. A method for copying files from a primary drive of a 
computer system as recited in claim 1, wherein the list of 
non-copied files are the operating system files. 

8. A method for copying files from a primary drive of a 
computer system as recited in claim 1, further comprising: 

performing a raw data copy by referencing a FAT table of 
the primary drive for each file in the list of non-copied 
files while performing the initial copying of the 
selected files. 

9. A system for copying locked system files from a first 
drive of a computer system to a second drive, comprising: 
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beginning a copying of selected files from the first drive 

to the second drive; 
detecting one or more locked files while the copying of 

the selected files is in progress, the locked files are such 

that they are prevented from being copied from the first 

drive to the second drive; 
generating a list of non-copied files that includes the one 

or more locked files, the generating being configured to 

occur while the copying of the selected files is in 

progress; 

placing a path for the list of non-copied files in a system 

registry of the computer system; 
beginning a shut down of the computer system, the shut 

down is configured to shut down an operating system of 

the computer system before software drivers are shut 

down; and 

implementing a software driver to call on the list of 
non-copied files in the system registry, the software 
driver is further configured to cause a copying of the 
one or more locked files from the first drive to the 
second drive. 

10. A system for copying locked system files from a first 
drive of a computer system to a second drive as recited in 
claim 9, wherein an operating system running from the first 
drive locks system files that prevents the copying. 

11. A system for copying locked system files from a first 
drive of a computer system to a second drive as recited in 
claim 10, wherein when the operating system of the com- 
puter system shuts down, the one or more locked files are 
released by the operating system and made available for 
copying. 

12. A system for copying locked system files from a first 
drive of a computer system to a second drive as recited in 
claim 10, wherein the operating system is a Windows NT 
operating system. 

13. A system for copying locked system files from a first 
drive of a computer system to a second drive as recited in 
claim 9, wherein when the copying of the one or more 
locked files is complete, the second drive will be a bootable 
drive having a full set of system files. 

14. A computer readable media containing program 
instructions for copying locked system files from a primary 
drive of a computer system to a secondary drive, the 
computer readable media comprising: 

program instructions for beginning a copying of selected 
files from the primary drive to the secondary drive; 

program instructions for detecting one or more locked 
files while the copying of the selected files is in 
progress, the locked files are such that they are pre- 
vented from being copied from the primary drive to the 
secondary drive; 

program instructions for generating a list on non-copied 
files that includes the one or more locked files, the 
generating being configured to occur while the copying 
of the selected files is in progress; 

program instructions for placing a path for the list of 
non-copied files in a system registry of the computer 
system; 

program instructions for beginning a shut down of the 
computer system, the shut down is configured to shut 
down an operating system of the computer system 
before software drivers are shut down; and 

program instructions for implementing a software driver 
to call on the list of non-copied files in the system 
registry, the software drive further configured to cause 
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a copying of the one or more locked files from the 
primary drive to the secondary drive. 

15. A computer readable media containing program 
instructions for copying locked system files from a primary 
drive of a computer system to a secondary drive as recited 5 
in claim 14, wherein an operating system running from the 
primary drive locked system files to prevent the copying. 

16. A computer readable media containing program 
instructions for copying locked system files from a primary 
drive of a computer system to a secondary drive as recited 10 
in claim 15, wherein when the operating system of the 
computer system shuts down, the one or more locked files 
are released by the operating system and made available for 
copying. 

17. A computer readable media containing program 15 
instructions for copying locked system files from a primary 
drive of a computer system to a secondary drive as recited 

in claim 15, wherein the operating system is a Windows NT 
operating system. 

18. A computer readable media containing program 20 
instructions for copying locked system files from a primary 
drive of a computer system to a secondary drive as recited 

in claim 14, wherein when the copying of the one or more 
locked files is complete, the secondary drive will be a 
bootable drive having a full set of system files. 25 

19. A computer readable media containing program 
instructions for copying locked system files from a primary 
drive of a computer system to a secondary drive as recited 
in claim 14, further comprising: 
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program instructions for performing a raw data copy by 
referencing a FAT table of the primary drive for each 
file in the list of non-copied files while performing the 
copying of the selected files. 

20. A method for copying files between drives of a 
computer system, comprising: 

selecting files to be copied from a first drive of the 
computer system to a second drive of the computer 
system, the selected files including operating system 
files and program and data files; 

commencing an initial copying of the selected files; 

generating a list of non-copied files during the copying of 
the selected files, the list of non-copied files represent 
files that are locked by an operating system; 

performing a raw data copy by referencing a FAT table of 
the drive from which data is copied for each file in the 
list of non-copied files while performing the initial 
copying of the selected files; 

commencing a shut down of the operating system, the 
operating system being configured to shut down and 
release the files previously locked by the operating 
system; and 

implementing a driver to cause a copying of the files 
identified in the list of non-copied files from the first 
drive to the second drive in order to make the second 
drive, which is receiving the files being copied, a fully 
bootable drive. 

***** 
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...Abstract (Basic): comprises executable code which includes: command 
system to load the executable code into workstation RAM; user 
interface enabling a user to specify one drive as a primary logical 
drive to be replicated; system request filter to examine system 
requests generated by the application and intercept a primary logical 
drive request before it is processed by the drive sub-system; and 
drive-request processor to replicate and issue the first drive 
request to a user-specified secondary of the logical drives before 
issuing a succeeding drive-request to the primary drive. . . 
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workstation being an intelligent data-processing work station booted 
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performs the steps of: i) monitoring all primary -destined 
data-change-related requests output by the respective workstation and 
routed to said primary data storage system; and ii) after receipt 
of each primary -destined data-change-related request by the primary 
server, redirecting the request to the secondary data- storage 
system before issuing a succeeding data-change-related-request to the 
primary data storage system; thereby to automatically and 



continually maintain a functionally identical mirrored data image on 
said secondary data storage system of the data-change-related 
activity at said primary data storage system without user 
intervention; iii) detecting at the workstation loss of access to said 
primary data storage system via said primary server; iv) rerouting 
workstation-generated data storage activity intended for said 
primary data storage system to said secondary data storage 
system in response to loss of access to said primary data storage 
system via said primary server; and v) prior to loss of data access 
via the primary server, suppressing data-change related request for 
said secondary server by users routing requests thereto specifying 
said secondary data storage system; whereby the workstation, in 
operations proceeding transparently to the user, can access said 
functionally identical mirrored data image on said secondary data 
storage system after loss of data access to said primary data 
storage system. . . 
...Title Terms: PREVENT ; 

International Patent Class (Main) : G06F-011/16 
Manual Codes (EPI/S-X) : T01-G03 . . . 

. . . T01-G05B . . . 



T01-H01C 



(12) 



UK Patent Application „ GB m 2 251 502,„A 



(43) Date of A publication 08.07.1992 



(21) Application No 0123339.5 

(22) Date of filing 04.11.1991 



(30) Priority data 
(31) 07610181 



(32) 07.11.1990 (33) US 



(71) Applicant 

Nonstop Networks Limited 

(Incorporated in the USA - New York) 

20 Waterside, New York, NY 10010, 
United States of America 



(72) Inventors 

Fred William Tims 
James Frank Tims 
Stuart Card 

Richard French Clowes 

(74) Agent and/or Address for Service 
Marian Crawford Clarke 
Lylhwood, Bayston Hill, Shrewsbury, SY3 0AU, 
United Kingdom 



(51) 


INT CL 6 




G06F 11/16 


(52) 


UKCL (Edition K) 




G4A AAP 


(56) 


Documents cited 


EP 0221275 A2 


(58) 


Field of search 



US 4488223 A 



UKCL (Edition K) G4A AAP AEX 
INT CL* G06F 11/00 11/16 11/20 12/16 
Online database: WPI 



(54) Data-loss prevention 

(57) This invention provides: a data-loss prevention software 
product; methods of preventing data loss; and personal 
computer systems and networks using said data-loss 
prevention product. Preferred embodiments provide DOS 
computer systems, especially networked, with continuous, 
on-line, real-time back-up by way of replication of all drive 
read/write activity to a primary and one or more secondary 
logical drives. Users are alerted to drive failure and 
user-confirmed automatic continuation of processing or 
non-stop processing, on a secondary drive is also provided. 
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63 
CLAIMS 

1. A data- loss prevention software product for an 

intelligent personal-computer workstation which workstation is 
connected to a plurality of logical drives for data storage each 
of which logical drives is a random-access storage device or a 
sub-division thereof, and which workstation has data-entry means 
for a user to input data to the workstation and has 
random-access-main-memory areas (RAM) capable of supporting 
system software and an application to receive data-entry 
instructions from said data-entry means and generate data-related 
drive requests, which application can include a system software 
user-interface , wherein the software product comprises 
executable code which includes: 

a) command means to load the executable code into 
workstation RAM; 

b) user interface means enabling a user to specify one 
of said drives as a primary logical drive to be 
replicated; 

c) system request filter means to examine system 
requests generated by the application and intercept a 
primary logical drive request before it is processed by 
the drive sub-system; 

d) drive-request processor means to replicate and issue 
the first drive request to a user-specified secondary 
of said logical drives before issuing a succeeding 
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drive-request to the primary drive; and 
e) means to process a succeeding drive request in a 
similar manner to said first drive request after 
* "-~ issuing said first drive request to said secondary 
drive ; 

thereby to be capable of automatically and continually 
maintaining a functionally identical mirrored data image on said 
secondary drive of the data activity issued to the primary drive 
by said primary drive requests, without user intervention. 

2. A software product according to claim 1 wherein all 
primary drive requests are processed as recited therein, thereby 
to be capable of maintaining a complete data image of said 
primary drive on said secondary drive* 

3. A software product according to claim 1 which also 
includes: 

drive-return analyzer means to examine returns from 
said logical drives; and 

error-handling means which includes user-alerting 
means ; 

whereby a good drive return permits the issuance of the next 
succeeding drive request and a return signifying an unrecoverable 
disk error activates said user-alerting means. 

4. A software product according to claim 3 wherein said 
system request filter means intercepts both primary drive reads 
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and primary drive writes and drive read returns are examined by 
the drive-return analyzer. 

5. - A software product according to claim 1 for a DOS 
computer wherein said software product and workstation are 
respectively capable of running under and running Microsoft 
Corporation's MS-DOS v. 3.1 or higher, or IBM Corporation's 
PC-DOS v. 3.1 or higher, or functional equivalents of either. 

6. A software product according to claim 5 wherein said 
system request filter means uses a DOS interrupt to intercept 
primary drive requests. 

7. a software product according to claim 1 comprising 
automatic means to continue processing data in the event of a 
failure of the primary drive which automatic means comprises: 
means to generate a user alert; and means to switch processing to 
said secondary drive using the functionally identical data image 
replicated thereon. 

8. A software product according to claim 7 wherein said 
automatic means to continue processing comprises a critical error 
handler to suspend processing and take over system control. 

9. a software product according to claim 8 wherein the 
critical error handler can act to instruct the drive request 
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processor to direct drive requests solely to a surviving drive or 
drives . 

10. - — a software product according to claim 9 including means * 
to permit a user to elect to discontinue processing in the event 

c 

of drive failure wherein the critical error handler includes 
routines to close open files and exit gracefully. 

11. A software product according to claim 10 characterized 
by being capable of occupying less than 30 KB of RAM when loaded 
in normal main memory and of reducing workstation 
application-processing performance by no more than 10%. 

12. A software product according to claim 1 adapted to 
provide data replication to multiple secondary drives. 

13. A software product according to claim 1 supplied on a 
transportable drive medium and packaged with a hard copy of 
detailed instructions for the installation and use of said 
software product. 

14. An intelligent personal computer workstation which 
comprises : 

a) data-entry means for a user to input data to the 
workstation; 

b) random-access-main-memory areas (RAM) capable of 
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supporting system software and an application; 

c) said data-entry means being usable to input 
data-changing activity to said application , wherein the 

* — workstation is connected to a plurality of logical 

drives for data storage each of which logical drives is 
a random-access storage device or a sub-division 
thereof f in combination with a data-loss prevention 
software product comprising executable code which 
includes: 

d) command means to load the executable code into 
workstation RAM; 

e) user interface means enabling a user to specify one 
of said drives as a primary logical drive to be 
replicated; 

f ) system request filter means to examine system 
requests generated by said application and intercept a 
first primary logical drive request; 

g) drive-request processor means to replicate and issue 
the first drive request to a user-specified secondary 
of said logical drives before issuing a succeeding 
drive-request to the primary drive; and 

h) means to process a succeeding drive request in a 
similar manner to said first drive request after 
issuing said first drive request to said secondary 
drive; 

thereby to be capable of automatically and continually 
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maintaining a functionally identical mirrored data image on said 
secondary drive of the data activity issued to the primary drive 
by said primary drive requests, without user intervention. 

15. A workstation according to claim 14 which is a DOS 
computer wherein said software product and workstation are 
respectively capable of running under and running Microsoft 
Corporation's MS-DOS v. 3.1 or higher, or IBM Corporation's 
PC-DOS v. 3.1 or higher, or functional equivalents of either. 

16. A workstation according to claim 14 wherein the 
software product includes automatic means to continue processing 
data in the event of a failure of the primary drive which 
automatic means comprises: means to generate a user alert; and 
means to switch processing to said secondary drive using the 
functionally identical data image replicated thereon. 

17. A workstation according to claim 16 wherein the 
critical error handler can act to instruct the drive request 
processor to direct drive requests solely to a surviving drive or 
drives . 

18. A computer network comprising an interconnected file 
server and a workstation-and-software product as set forth in 
claim 14 wherein said primary logical drive is located on the 
file server. 
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19. A network according to claim 18 comprising a plurality 
of such workstations and associated software product, wherein 
each of said workstations can be installed to use the same 
logxcaT drive on the file server as its primary logical drive. 

20. A network according to claim 19 further comprising at 
least one backup file server connected to the workstations 
wherein the workstations can each use the same logical drive on 
the backup file server as their secondary drive. 

21. A personal computer network comprising a primary file 
server having a primary logical drive for data storage, a backup 
file server having a secondary logical drive for data storage 
each of which logical drives is a random-access storage device or 
a sub-division thereof, and comprising a plurality of intelligent 
personal computer work stations connected to each said file 
server wherein each of said work stations includes: 

a) data-entry means for a user to input data to said 
workstation; and 

b) random-access-main-memory areas (RAM) capable of 
supporting system software and an application, said 
data-entry means being usable to input data-changing 
activity to said application; 

in combination with a data-loss prevention software product at 
each workstation which product comprises executable code which 
code includes: 
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c) command means to load the executable code into 
workstation RAM; 

d) system request filter means to examine system 

* — - requests generated by said application and intercept a 
first primary logical drive request; 

e) drive-request processor means to replicate and issue 
the first drive request to a user-specified secondary 
of said logical drives before issuing a succeeding 
drive-request to the primary drive; and 

f ) means to process a succeeding drive request in a 
similar manner to said first drive request after 
issuing said first drive request to said secondary 
drive ; 

thereby to be capable of automatically and continually 
maintaining a functionally identical mirrored data image on said 
secondary drive of the data activity issued to the primary drive 
by said primary drive requests , without user intervention. 

22. A computer network according to claim 21 wherein the 
software product includes automatic means to continue processing 
data in the event of a failure of the primary drive which 
automatic means comprises: means to generate a user alert; and 
means to switch processing to said secondary drive using the 
functionally identical data image replicated thereon. 

23. A method of preventing data loss on an intelligent 
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personal computer workstation which method includes the steps of: 
a) sequentially inputting first then second data then 
subsequent data segments; 
- - — b) generating a first drive request for storage of said 
first data segment on a primary logical drive being a 
random-access storage device or a sub-division thereof; 

c) intercepting said first drive request; 

d) replicating and sending said intercepted first drive 
request to said primary logical drive; 

e) relabeling and sending the replicated first drive 
request to a secondary logical drive for storage 
thereon, said secondary logical drive also being a 
random-access storage device or a sub-division thereof; 

f ) subsequently to said sending of said replicated 
first drive request to said secondary logical drive , 
generating a second drive request for storage of said 
second data segment on said primary logical drive; 

g) processing said second drive request in the same 
manner as the first drive request; and 

h) repeating the drive-request processing for 
subsequent data segments; 

thereby to produce a functionally identical data image on said 
secondary logical drive of the data on said primary logical 
drive . 

24. A method according to claim 23 for preventing data loss 
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on a DOS computer wherein said data-loss-prevention steps are 
carried out in RAM under DOS, which DOS is Microsoft 
Corporation's MS-DOS v. 3.1 or higher, or IBM Corporation's 
PC-DOS "V. 3.1 or higher, or functional equivalents of either. 
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(57) ABSTRACT 

A method for generating a database of data resident on a 
primary storage device of a computer system for use in a 
backup system associated with the computer system 
includes generating a database having information associ- 
ated with data resident on the primary storage device of the 
computer system. A graphical user interface is then gener- 
ated to display the information in the database. The dis- 
played information is preferably configured to be selected by 
a user to define a backup set of data that is available to be 
copied from the primary storage device of the computer 
system to a secondary storage device connected to the 
computer system. The method may further include the 
operations of setting a flag to designate selected portions of 
the database, and writing the selected portions of the data- 
base to the primary storage device of the computer system. 
A computer readable media for generating a database of data 
resident on a primary storage device of a computer system 
for use in a backup system associated with the computer 
system also is described. 
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medium and be loaded or installed onto the computer system 
800 when needed. Removable program mediums include, 
for example, CD-ROM, PC-CARD, floppy disk, and mag- 
netic tape. 

The network interface 812 is used to send and receive data 5 
over a network connected to other computer systems. An 
interface card or similar device and appropriate software 
implemented by the microprocessor 816 can be used to 
connect the computer system 800 to an existing network and 
transfer data according to standard protocols. 10 

The keyboard 814 is used by a user to input commands 
and other instructions to the computer system 800. Other 
types of user input devices can also be used in conjunction 
with the present invention. For example, pointing devices 
such as a computer mouse, a track ball, a stylus, or a tablet 15 
can be used to manipulate a pointer on a screen of a general 
purpose computer. 

The invention can also be embodied as computer readable 
code on a computer readable medium. The computer read- 
able medium is any data storage device that can store data 20 
that can be thereafter be read by a computer system. 
Examples of the computer readable medium include read- 
only memory, random access memory, CD-ROMs, magnetic 
tape, and optical data storage devices. The computer read- 
able medium can also be distributed over network-coupled 25 
computer systems so that the computer readable code is 
stored and executed in a distributed fashion. 

Although the foregoing invention has been described in 
some detail for purposes of clarity of understanding, it will 
be apparent that certain changes and modifications may be 30 
practiced within the scope of the appended claims. For 
example, although a preferred type of peripheral storage 
device is a Jaz™ drive, any type of peripheral storage 
devices or built-in computer storage devices can be used. In 
addition, the storage devices can be either physically located 35 
next to the computer system itself or remotely networked 
over, e.g., a local area network (LAN) or the Internet. 

In some embodiments, exemplary peripheral-type storage 
devices may include an extra hard drive(s), a digital video 
disk (DVD) drive, a CDRW drive, a CDR drive, a Magneto 40 
Optical Disk drive, etc. Furthermore, any type of host 
adapter can be used, regardless of whether it is integrated 
into a computer's motherboard or is integrated onto a host 
adapter card. Accordingly, the present embodiments are to 
be considered as illustrative and not restrictive, and the 45 
invention is not to be limited to the details given herein, but 
may be modified within the scope and equivalents of the 
appended claims. 

What is claimed is: 

1. A method for generating a database of data resident on 50 
a primary storage device of a computer system for use in a 
backup system associated with the computer system, com- 
prising: 

generating a database having information associated with 55 
data resident on the primary storage device of the 
computer system; and 

generating a graphical user interface to display the infor- 
mation in the database, the graphical user interface 
including a graphic object proximate to each item of 60 
displayed information to enable a user to define a 
backup set of data that is available to be copied from 
the primary storage device of the computer system to a 
secondary storage device connected to the computer 
system, the backup set of data automatically including 65 
information associated with an operating system and 
information required for booting the operating system. 
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2. The method of claim 1, further comprising: 

setting a flag to designate selected portions of the data- 
base; and 

writing the selected portions of the database to the pri- 
mary storage device of the computer system. 

3. The method of claim 1, wherein the information 
associated with data resident on the primary storage device 
includes a list of programs installed on the primary storage 
device and a list of logical hard drives together with all files 
on the logical hard drives. 

4. The method of claim 3, wherein the graphical user 
interface is configured to display a first view including the 
list of programs installed on the primary storage device and 
a second view including the fist of logical hard drives 
together with the files on the logical hard drives. 

5. The method of claim 4, wherein the graphical user 
interface includes a capacity monitor that displays the disk 
space occupied by selected portions of the database. 

6. The method of claim 1, wherein the graphical user 
interface is configured to display a dialog box including a 
first radio button that selects a minimal backup set of data 
and a second radio button that selects a maximal backup set 
of data. 

7. The method of claim 6, wherein the minimal backup set 
of data includes the information associated with the oper- 
ating system and the information required for booting the 
operating system and the maximal backup set of data 
includes all files on the primary storage device. 

8. The method of claim 1, wherein the secondary storage 
device is one of a hard drive and a removable media drive. 

9. The method of claim 1, wherein the computer system 
is a personal computer. 

10. A method for generating a database of programs and 
files resident on a primary storage device of a computer 
system for use in a backup system associated with the 
computer system, comprising: 

generating a database of programs installed on the pri- 
mary storage device of the computer system and files 
resident on the primary storage device of the computer 
system; and 

generating a graphical user interface to display the pro- 
grams and files in the database, the graphical user 
interface being configured to display a first view 
including the programs and a second view including the 
files, the programs and files being displayed for selec- 
tion by a user to define a backup set of data that is 
available to be copied from the primary storage device 
of the computer system to a secondary storage device 
connected to the computer system, the backup set of 
data automatically including information associated 
with an operating system and information required for 
booting the operating system. 

11. The method of claim 10, further comprising: 
setting a flag to designate selected programs and files; and 
writing the selected programs and files to the primary 

storage device of the computer system. 

12. The method of claim 10, wherein the second view 
includes a list of logical hard drives together with the files 
on the logical hard drives. 

13. The method of claim 10, wherein the graphical user 
interface is configured to display a dialog box including a 
first radio button that selects a minimal backup set of data 
and a second radio button that selects a maximal backup set 
of data. 

14. The method of claim 13, wherein the minimal backup 
set of data includes the information associated with the 
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operating system and the information required for booting 
the operating system and the maximal backup set of data 
includes all files on the primary storage device. 

15. The method of claim 1, wherein the secondary storage 
device is one of a hard drive and a removable media drive. 

16. The method of claim 1, wherein the computer system 
is a personal computer. 

17. A computer readable media containing program 
instructions for generating a database of data resident on a 
primary storage device of a computer system for use in a 
backup system associated with the computer system, the 
computer readable media comprising: 

program instructions for generating a database having 
information associated with data resident on a primary 
storage device of the computer system; and 

program instructions for generating a graphical user inter- 
face to display the information in the database, the 
graphical user interface including a graphic object 
proximate to each item of displayed information to 
enable a user to define a backup set of data that is 
available to be copied from the primary storage device 
of the computer system to a secondary storage device 
connected to the computer system, the backup set of 
data automatically including information associated 
with an operating system and information required for 
booting the operating system. 

18. The computer readable media of claim 17, further 
comprising: 

program instructions for setting a flag to designate 
selected portions of the database; and 



15 



20 



25 



program instructions for writing the selected portions of 
the database to the primary storage device of the 
computer system. 

19. The computer readable media of claim 17, wherein the 
information associated with data resident on the primary 
storage device includes a list of programs installed on the 
primary storage device and a list of logical hard drives 
together with all files on the logical hard drives. 

20. The computer readable media of claim 19, wherein the 
graphical user interface is configured to display a first view 
including the list of programs installed on the primary 
storage device and a second view including the list of logical 
hard drives together with the files on the logical hard drives. 

21. The computer readable media of claim 17, wherein the 
graphical user interface includes a capacity monitor that 
displays the disk space occupied by selected portions of the 
database. 

22. The computer readable media of claim 17, wherein the 
graphical user interface is configured to display a dialog box 
including a first radio button that selects a minimal backup 
set of data and a second radio button that selects a maximal 
backup set of data. 

23. The computer readable media of claim 22, wherein the 
minimal backup set of data includes the information asso- 
ciated with the operating system and the information 
required for booting the operating system and the maximal 
backup set of data includes all files on the primary storage 
device. 
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... An input-output unit communicates the information between the 

peripherals and several processors. When the critical file is 
modified, a backup of the file is produced by the manager. When a 
restriction to modify a critical file is specified, security measures 
are implemented to prohibit modification of . . . 

...Critical files are easily maintained and backed - up without requiring 
large amount of time or system resources. Critical files are easily and 
quickly. . . 

...The figure shows block diagram of critical file management system... 
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ABSTRACT 



A system and method for managing critical files in an 
information handling system. Critical files are those files 
which are difficult to recover after a system failure, hard disk 
reformat, or user error. The critical file management system 
of the present invention includes a critical file manager, 
which can be accessed by programs through an application 
programming interface (API). Programs call the API to 
register and unregister critical files. A user interface is also 
provided. The user interface allows users to register and 
unregister critical files, and also allows users to view a list 
of all critical files and versions, along with the name of the 
program or user which added each critical file to the list. 
Users may also request a backup or restore of one, several, 
or all critical files at any time. A database of critical files, 
including a version for each file, is maintained. Backup 
copies of each critical file are stored in a critical file storage. 
At predetermined times, such as system shutdown or boot, 
the critical files are backed up. The critical file management 
system may also automatically restore all critical files at 
predetermined times, such as every time the information 
handling system is started. 

24 Claims, 4 Drawing Sheets 
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When a user modifies a critical file (step 92), the infor- 
mation handling system's file system notifies CFM 50 that 
a critical file has been changed (step 94). CFM 50 then 
marks the file in critical file database 60 as a file requiring 
backup (step 96). If a user modifies a critical file while 5 
working within an application program (steps 98 and 100), 
the application program uses API 56 to notify CFM 50 that 
a critical file has been changed (step 102). CFM 50 then 
marks the file in critical file database 60 as a file requiring 
backup (step 104). As discussed above, security measures 
may be added to the system to prevent a user from modi- 
fying a particular file or files. 

A user may use user interface 54 to request that a file be 
added to critical file database 60 (step 106). In this case, 
CFM 50 adds the file to critical file database 60 (step 108). 
Similarly, a user may use user interface 54 to request that a 15 
file be deleted from critical file database 60 (step 110). In this 
case, CFM 50 deletes the file from critical file database 60 
(step 112). 

At certain times, CFM 50 will backup critical files. For 
example, when a user shuts down or reboots the system (step 20 
114), CFM 50 determines if any critical files have been 
marked as requiring modification (step 116). If so, CFM 50 
will ask the user whether or not a critical file backup should 
be performed. If the user requests a critical file backup at this 
time (step 118), CFM 50 stores any modified critical files in 2 $ 
critical file store 62 (step 120). Also, if the user has requested 
that the most recent copy of each critical file be stored in 
local copy 64, CFM 50 will also copy the newest version of 
critical files to local copy 64. 

The user may also request a critical file backup at any time 
(step 122), and CFM 50 will perform the backup (step 124). 
Also, the user may request a critical file restore at any time 
(step 126), and CFM 50 will restore each selected critical file 
from critical file store 62 (step 128), or from local copy 64. 
Note that in step 126 a user may request that one, several, or 35 
all critical files be restored. 

Although the invention has been described with a certain 
degree of particularity, it should be recognized that elements 
thereof may be altered by persons skilled in the art without 
departing from the spirit and scope of the invention. One of 4Q 
the embodiments of the invention can be implemented as 
sets of instructions resident in the random access memory 16 
of one or more computer systems configured generally as 
described in FIG. 1. Until required by the computer system, 
the set of instructions may be stored in another computer 45 
readable memory, for example in a hard disk drive, or in a 
removable memory such as an optical disk for eventual use 
in a CD-ROM drive or a floppy disk for eventual use in a 
floppy disk drive. Further, the set of instructions can be 
stored in the memory of another computer and transmitted 5Q 
over a local area network or a wide area network, such as the 
Internet, when desired by the user. One skilled in the art 
would appreciate that the physical storage of the sets of 
instructions physically changes the medium upon which it is 
stored electrically, magnetically, or chemically so that the 55 
medium carries computer readable information. The inven- 
tion is limited only by the following claims and their 
equivalents. 

What is claimed is: 

1. An information handling system comprising: 6Q 
one or more processors; 

input/output means for communicating information to and 

from one or more peripheral devices; 
memory means for storing instructions and data for use by 

said processors; 65 
one or more images of an operating system for controlling 

the operation of said processors; 



at least one system bus connecting the elements of the 

system for efficient operation; 
one or more programs executing in said processors; and 
a critical file management system, comprising: 

a critical file manager; 

means for storing one or more critical files in a critical 
file storage memory means; 

means for each program to identify one or more pro- 
gram files as critical files to said critical file manager; 
and 

means for each program to notify said critical file 
manager whenever one or more of the program files 
identified as critical files is modified. 

2. An information handling system according to claim 1, 
further comprising means for each program to delete one or 
more of the program files identified as critical files from said 
critical file management system. 

3. An information handling system according to claim 1, 
further comprising means for maintaining a list of all critical 
files. 

4. An information handling system according to claim 3, 
wherein said means for maintaining a list of all critical files 
comprises a critical file database. 

5. An information handling system according to claim 1, 
further comprising means for backing up one or more 
critical files. 

6. An information handling system according to claim 1, 
further comprising means for restoring one or more critical 
files. 

7. A critical file management system comprising: 
a critical file manager; 

means for storing one or more critical files in a critical file 

storage memory means; 
means for a program to identify one or more program files 

as critical files to said critical file manager; and 
means for the program to notify said critical file manager 

whenever one or more of the program files identified as 

critical files is modified. 

8. A critical file management system according to claim 7, 
further comprising means for the program to delete one or 
more of the program files identified as critical files from said 
critical file management system. 

9. A critical file management system according to claim 9, 
further comprising means for maintaining a list of all critical 
files. 

10. A critical file management system according to claim 
9, wherein said means for maintaining a list of all critical 
files comprises a critical file database. 

11. A critical file management system according to claim 
7, further comprising means for backing up one or more 
critical files. 

12. A critical file management system according to claim 
7, further comprising means for restoring one or more 
critical files. 

13. A method for managing critical files in an information 
handling system, comprising the steps of: 

storing one or more critical files in a critical file storage 
memory means; 

identifying, by a program executing in the information 
handling system, one or more program files as critical 
files to a critical file manager; 

notifying, by the program, the critical file manager when- 
ever one or more of the program files identified as 
critical files is modified. 

14. A method according to claim 13, further comprising 
the step of deleting, by the program, one or more of the 
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program files identified as critical files from said critical file 
management system. 

15. A method according to claim 13, further comprising 
the step of maintaining a list of all critical files. 

16. A method according to claim 15, wherein said main- 
taining step comprises storing the list of critical files in a 
critical file database. 

17. A method according to claim 13, further comprising 
the step of backing up one or more critical files. 

18. A method according to claim 13, further comprising 
the step of restoring one or more critical files. 

19. A computer-readable medium for managing critical 
files in an information handling system, comprising: 

a critical file manager; 

means for storing one or more critical files in a critical file 
storage memory means; 

means for a program executing in the information han- 
dling system to identify one or more program files as 
critical files to said critical file manager; and 



54,102 

8 

means for the program to notify said critical file manager 
whenever one or more of the program files identified as 
critical files is modified. 

20. A computer- read able medium according to claim 19, 
5 further comprising means for the program to delete one or 

more of the program files identified as critical files from said 
critical file management system. 

21. A computer-readable medium according to claim 19, 
further comprising means for maintaining a list of all critical 
files. 

io 22. A computer- readable medium according to claim 21, 
wherein said means for maintaining a list of all critical files 
comprises a critical file database. 

23. A computer-readable medium according to claim 19, 
further comprising means for backing up one or more 

35 critical files. 

24. A computer- readable medium according to claim 19, 
further comprising means for restoring one or more critical 
files. 

***** 
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ABSTRACT 



Disclosed is an apparatus, a system, a computer readable 
media, and a method for protecting data of a computer 
system. The method includes: (a) connecting a peripheral 
storage device to the computer system; (b) preparing a 
storage media of the peripheral storage device to be a 
protection enabled media; (c) selecting a backup set of data 
stored in a hard drive of the computer system, the backup set 
of data includes a default set of boot files and operating 
system files; (d) creating a spare tire backup using file-based 
copying from the hard drive of the computer system to the 
storage media of the peripheral storage device; (e) enabling 
the peripheral storage device to incrementally copy portions 
of the backup set of data from the hard drive of the computer 
system during normal use; and (f) booting the computer 
system from the peripheral storage device when a failure 
occurs with the hard drive that disables normal booting. In 
this manner, the user can resume uninterrupted work from 
the spare tire backup of the peripheral storage device until 
the hard drive failure is repaired. 

35 Claims, 21 Drawing Sheets 
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used by the microprocessor 816 as a general storage area and 
as scratch-pad memory, and can also be used to store input 
data and processed data. The ROM 822 can be used to store 
instructions or program code followed by the microproces- 
sor 816 as well as other data. 5 

The peripheral bus 824 is used to access the input, output, 
and storage devices used by the digital computer 802. In the 
described embodiment, these devices include the display 
screen 804, the printer device 806, the floppy disk drive 808, 
the hard disk drive 810, and the network interface 812. The 
keyboard controller 826 is used to receive input from 
keyboard 814 and send decoded symbols for each pressed 
key to microprocessor 816 over bus 828. 

The display screen 804 is an output device that displays 
images of data provided by the microprocessor 816 via the 
peripheral bus 824 or provided by other components in the 35 
computer system 800. The printer device 806 when operat- 
ing as a printer provides an image on a sheet of paper or a 
similar surface. Other output devices such as a plotter, 
typesetter, etc. can be used in place of, or in addition to, the 
printer device 806. 20 

The floppy disk drive 808 and the hard disk drive 810 can 
be used to store various types of data. The floppy disk drive 
808 facilitates transporting such data to other computer 
systems, and hard disk drive 810 permits fast access to large 
amounts of stored data. 25 

The microprocessor 816 together with an operating sys- 
tem operate to execute computer code and produce and use 
data. The computer code and data may reside on the RAM 
820, the ROM 822, or the hard disk drive 810, The computer 
code and data could also reside on a removable program 30 
medium and loaded or installed onto the computer system 
800 when needed. Removable program mediums include, 
for example, CD-ROM, PC-CARD, floppy disk and mag- 
netic tape. 

The network interface 812 is used to send and receive data 35 
over a network connected to other computer systems. An 
interface card or similar device and appropriate software 
implemented by the microprocessor 816 can be used to 
connect the computer system 800 to an existing network and 
transfer data according to standard protocols. 40 

The keyboard 814 is used by a user to input commands 
and other instructions to the computer system 800. Other 
types of user input devices can also be used in conjunction 
with the present invention. For example, pointing devices 
such as a computer mouse, a track ball, a stylus, or a tablet 45 
can be used to manipulate a pointer on a screen of a 
general-purpose computer. 

The invention can also be embodied as computer readable 
code on a computer readable medium. The computer read- 
able medium is any data storage device that can store data 50 
which can be thereafter be read by a computer system. 
Examples of the computer readable medium include read- 
only memory, random-access memory, CD-ROMs, mag- 
netic tape, optical data storage devices. The computer read- 
able medium can also be distributed over a network coupled 55 
computer systems so that the computer readable code is 
stored and executed in a distributed fashion. 

Although the foregoing invention has been described in 
some detail for purposes of clarity of understanding, it will 
be apparent that certain changes and modifications may be 60 
practiced within the scope of the appended claims. For 
example, although a preferred type of peripheral storage 
device is a Jaz™ drive, any type of peripheral storage 
devices or computer built-in storage devices can be used. In 
addition, the storage devices can either be physically located 65 
next to the computer system itself, or be remotely networked 
either over a local area network (LAN) or over the Internet. 
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In some embodiments, exemplary peripheral-type storage 
devices may include an extra hard drive(s), a digital video 
disk (DVD) drive, a CDRW drive, a CDR drive, a Magneto 
Optical Disk drive, etc. Furthermore, any type of host 
adapter can be used, whether it is integrated into a comput- 
er's mother board or is integrated onto a host adapter card. 
Accordingly, the present embodiments are to be considered 
as illustrative and not restrictive, and the invention is not to 
be limited to the details given herein, but may be modified 
within the scope and equivalents of the appended claims. 

What is claimed is: 

1. A method for protecting data of a computer system, 
comprising: 

connecting a peripheral storage device to the computer 
system; 

preparing a storage media of the peripheral storage device 
to be a protection enabled media, the preparing 
including, 

writing one or more identification codes onto a first 
track of the storage media following a master boot 
record sector; 

obtaining a serial number of the storage media; and 

writing the one or more identification codes along with 
the obtained serial number into a registry file of the 
computer system; 
selecting a backup set of data stored in a hard drive of the 

computer system, the backup set of data including a 

default set of boot files and operating system files; 
creating a spare tire by copying the backup set of data 

from the hard drive of the computer system to the 

storage media of the peripheral storage device using a 

file -based copying scheme; 
enabling the peripheral storage device to incrementally 

copy portions of the backup set of data from the hard 

drive of the computer system during normal use after 

creating the spare tire; 
determining whether a failure occurs with the hard drive 

that disables booting to the hard drive; and 
booting the computer system from the peripheral storage 

device using the spare tire. 

2. A method for protecting data of a computer system as 
recited in claim 1, wherein the preparing of the storage 
media of the peripheral storage device to be a protection 
enabled media further comprises: 

re-formatting the storage media of the peripheral storage 
device; 

partitioning the re-formatted storage media to one or more 
logical local partitions to match a partitioning scheme 
of the hard drive of the computer system; and 

formatting each of the logical local partitions to match a 
formatting scheme of the hard drive of the computer 
system. 

3. A method for protecting data of a computer system as 
recited in claim 1, wherein the selecting of the backup set of 
data further comprises: 

examining the hard drive of the computer system to 
identify programs and files that are stored on the hard 
drive, the programs and files being in addition to the 
default set of boot files and operating system files; 

generating a user interface displaying the default set of 
boot files, operating system files, and the identified 
programs and files that are stored on the hard drive; and 

selecting all of the identified programs and files if the 
storage media is sufficiently larger than a size of the 
default set of boot files, operating system files, and the 
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identified programs and files that are stored on the hard 
drive of the computer system, otherwise only selecting 
certain ones of the identified programs and files that are 
stored on the hard drive. 

4. A method for protecting data of a computer system as 
recited in claim 3, wherein the selecting of the backup set of 
data further comprises: 

generating a database file of the backup set of data, the 
database file being a pointer list identifying a location 
of each of the default set of boot files, operating system 
files, and selected programs and files stored on the hard 
drive of the computer system. 

5. A method for protecting data of a computer system as 
recited in claim 1, further comprising: 

scheduling when to incrementally copy portions of the 
backup set of data. 

6. A method for protecting data of a computer system as 
recited in claim 5, further comprising: 

collecting an e-mail address of a computer support 

personnel, and 
sending an automatic e-mail message to the computer 

support personnel at the e-mail address after the failure 

occurs with the hard drive that disables booting to the 

hard drive. 

7. A method for protecting data of a computer system as 
recited in claim 5, further comprising: 

taking a footprint image of data stored on the hard drive 
of the computer system, the footprint image containing 
a list of operating system data, a list of peripheral 
device data, a list of controller card data, and a time 
stamp of when the footprint image was created. 

8. A method for protecting data of a computer system as 
recited in claim 7, wherein the footprint image is written to 
a file in text format each time a successful boot to the hard 
drive of the computer system occurs. 

9. A method for protecting data of a computer system as 
recited in claim 8, further comprising: 

generating an after footprint image after the failure occurs 
with the hard drive that disabled booting to the hard 
drive; 

comparing the after footprint image and the footprint 
image that is created each time the successful boot to 
the hard drive of the computer system occurs; and 

generating information about a possible cause of the 
failure that disabled booting to the hard drive of the 
computer system. 

10. A method for protecting data of a computer system as 
recited in claim 1, farther comprising: 

launching the spare tire; 

determining whether booting to the peripheral storage 
device is desired to continue working in an uninter- 
rupted state. 

11. A method for protecting data of a computer system as 
recited in claim 10, further comprising: 

suggesting a possible fix to the failure that disabled 
booting to the hard drive of the computer system; and 
launching a repair suite to fix the failure. 

12. A method for protecting data of a computer system as 
recited in claim 1, further comprising: 

repairing the failure of the hard drive; and 

restoring the hard drive of the computer system with the 

contents of the storage media of the peripheral storage 

device. 

13. A system for protecting a user's productivity upon 
detecting a failure with a storage media of the user's 
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computer system, the computer system having a peripheral 
storage device connected thereto, the system comprising; 
a removable storage media that is configured to be placed 
into the peripheral storage device, the removable stor- 
age media being formatted to be a protection enabled 
media and containing a backup set of data including a 
default set of boot files and operating system files, the 
backup set of data being substantially continuously 
backed up on a schedule; 
a spare tire launcher configured to be launched when the 
failure with the storage media of the user's computer 
system occurs to enable the user to re-boot to the 
peripheral storage device which contains a selected 
duplicate image of contents of the storage media of the 
user's computer system; 
a preparation engine, the preparation engine being con- 
figured to perform the operations that comprise: 
re-formatting the removable storage media of the 

peripheral storage device; 
partitioning the re-formatted removable storage media 

to one or more logical local partitions to match a 

partitioning scheme of the storage media of the 

user's computer system; 
formatting each of the logical local partitions to match 

a formatting scheme of the storage media of the 

user's computer system; 
writing one or more identification codes onto a first 

track of the removable storage media following a 

master boot record sector; 
obtaining a serial number of the removable storage 

media; and 

writing the one or more identification codes along with 
the obtained serial number into a registry file of the 
user's computer system. 

14. A system for protecting a user's productivity upon 
detecting a failure with a storage media of the user's 
computer system as recited in claim 13, wherein the system 
for protecting a user's productivity further comprises a foot 
print engine, the foot print engine being configured to 
perform the operations that comprise: 

taking a footprint image of data stored on the storage 
device of the user's computer system, the footprint 
image containing a list of operating system data, a list 
of peripheral device data, a list of controller card data, 
and a time stamp of when the footprint image was 
created. 

15. A system for protecting a user's productivity upon 
detecting a failure with a storage media of the user's 
computer system as recited in claim 14, wherein the foot- 
print image is written to a file in text format each time a 
successful boot to the storage device of the user's computer 
system occurs. 

16. A system for protecting a user's productivity upon 
detecting a failure with a storage media of the user's 
computer system as recited in claim 15, wherein the foot 
print engine is further configured to perform the operations 
that comprise: 

generating an after footprint image when the failure 
occurs with the storage media that disables booting to 
the storage media; 

comparing the after footprint image and the footprint 
image that is created each time the successful boot to 
the storage media of the user's computer system 
occurs; and 

generating information about a possible cause of the 
failure that disabled booting to the storage media of the 
user's computer system. 
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17. A system for protecting a user's productivity upon 
detecting a failure with storage media of the user's computer 
system as recited in claim 13, wherein the backup set of data 
is copied from the storage media of the user's computer 
system to the removable storage media using a file-based 5 
copying scheme. 

18. A computer readable media containing program 
instructions for protecting data of a computer system that 
has a peripheral storage device connected thereto, the com- 
puter readable media comprising: ^ 

program instructions for causing preparation of a storage 
media of the peripheral storage device to be a protec- 
tion enabled media, the preparation including writing 
one or more identification codes onto a first track of the 
storage media following a master boot record sector, 
obtaining a serial number of the storage media, and 15 
writing the one or more identification codes along with 
the obtained serial number into a registry file of the 
computer system; 

program instructions for enabling a selection of a backup 
set of data stored in a hard drive of the computer 20 
system, the backup set of data includes a default set of 
boot files and operating system files; 

program instructions for enabling a generation of a spare 
tire backup that includes the backup set of data to the 
storage media of the peripheral storage device; 25 

program instructions for enabling the peripheral storage 
device to incrementally copy portions of the backup set 
of data from the hard drive of the computer system 
during normal use; and 

program instructions that enable booting the computer 30 
system from the peripheral storage device when a 
failure occurs with the hard drive that disables booting 
to the hard drive. 

19, A computer readable media as recited in claim 18, 
wherein the program instructions for preparing the storage 35 
media of the peripheral storage device to be a protection 
enabled media further comprises: 

program instructions for enabling of a re-formatting the 
storage media of the peripheral storage device; 

program instructions for enabling a partitioning of the 
re-formatted storage media to one or more logical local 
partitions to match a partitioning scheme of the hard 
drive of the computer system; and 

program instructions for enabling a formatting of each of 45 
the logical local partitions to match a formatting 
scheme of the hard drive of the computer system. 

20, A computer readable media as recited in claim 18, 
wherein the program instructions for selecting of the backup 
set of data further comprises: 50 

program instructions for examining the hard drive of the 
computer system to identify programs and files that are 
stored on the hard drive, the programs and files are in 
addition to the default set of boot files and operating 
system files; 55 

program instructions for generating a user interface dis- 
playing the default set of boot files, operating system 
files, and the identified programs and files that are 
stored on the hard drive; and 

program instructions for selecting all of the identified 60 
programs and files if the storage media is sufficiently 
larger than a size of the default set of boot files, 
operating system files, and the identified programs and 
files that are stored on the hard drive of the computer 
system, otherwise only selecting certain ones of the 65 
identified programs and files that are stored on the hard 
drive. 
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21. A computer readable media as recited in claim 20, 
wherein the program instructions for selecting of the backup 
set of data further comprises: 

program instructions for generating a database file of the 
backup set of data, the database file being a pointer list 
identifying a location of each of the default set of boot 
files, operating system files, and selected programs and 
files stored on the hard drive of the computer system. 

22. A computer readable media as recited in claim 18, 
further comprising: 

program instructions for scheduling when to incremen- 
tally copy portions of the backup set of data. 

23. A computer readable media as recited in claim 18, 
further comprising: 

program instructions for collecting an e-mail address of a 
computer support personnel, and 

program instructions for sending an automatic e-mail 
message to the computer support personnel at the 
e-mail address after the failure occurs with the hard 
drive that disables booting to the hard drive. 

24. A computer readable media as recited in claim 18, 
further comprising: 

program instructions for taking a footprint image of data 
stored on the hard drive of the computer system, the 
footprint image containing a list of operating system 
data, a list of peripheral device data, a list of controller 
card data, and a time stamp of when the footprint image 
was created. 

25. A system for protecting data stored in a primary hard 
disk drive of a computer system, comprising: 

preparing a storage media of a secondary peripheral 
storage device to be a protection enabled media; 

selecting a backup set of data stored in the primary hard 
disk drive of the computer system, the backup set of 
data includes a default set of boot files and operating 
system files; 

creating a spare tire backup by performing a file -based 
copy operation of the backup set of data from the 
primary hard disk drive of the computer system to the 
storage media of the secondary peripheral storage 
device; 

enabling the secondary peripheral storage device to incre- 
mentally copy portions of the backup set of data from 
the primary hard disk drive of the computer system 
during normal use; 

booting the computer system from the secondary periph- 
eral storage device when a failure occurs with the 
primary hard disk drive which is detected by a system 
BIOS of the computer system; and 

taking a footprint image of data stored on the primary hard 
disk drive of the computer system, the footprint image 
containing a list of operating system data, a list of 
peripheral device data, a list of controller card data, and 
a time stamp of when the footprint image was created, 
the footprint image being written to a file in text format 
each time a successful boot to the primary hard disk 
drive of the computer system occurs. 

26. A system for protecting data stored in a primary hard 
disk drive of a computer system as recited in claim 25, 
wherein the preparing the storage media of the secondary 
peripheral storage device to be a protection enabled media 
further comprises: 

re-formatting the storage media of the secondary periph- 
eral storage device; 

partitioning the re-formatted storage media to one or more 
logical local partitions to match a partitioning scheme 
of the primary hard disk drive of the computer system; 
and 



12/7/2005, EAST Version: 2.0.1.4 



US 6,205,527 Bl 



33 



34 



formatting each of the logical local partitions to match a 
formatting scheme of the primary hard disk drive of the 
computer system. 

27. A system for protecting data stored in a primary hard 
disk drive of a computer system as recited in claim 25, 5 
wherein the preparing the storage media of the secondary 
peripheral storage device to be a protection enabled media 
further comprises: 

writing one or more identification codes onto a first track 
of the storage media following a master boot record 10 
sector; 

obtaining a serial number of the storage media; and 
writing the one or more identification codes along with 

the obtained serial number into a registry file of the 

computer system. 

28. A system for protecting data stored in a primary hard 
disk drive of a computer system as recited in claim 25, 
wherein the selecting of the backup set of data further 
comprises: 2Q 

examining the primary hard disk drive of the computer 
system to identify programs and files that are stored on 
the primary hard disk drive, the programs and files are 
in addition to the default set of boot files and operating 
system files; 25 

generating a user interface displaying the default set of 
boot files, operating system files, and the identified 
programs and files that are stored on the primary hard 
disk drive; and 

selecting all of the identified programs and files if the 30 
storage media is sufficiently larger than a size of the 
default set of boot files, operating system files, and the 
identified programs and files that are stored on the 
primary hard disk drive of the computer system, oth- 
erwise only selecting certain ones of the identified 35 
programs and files that are stored on the primary hard 
disk drive. 

29. A system for protecting data stored in a primary hard 
disk drive of a computer system as recited in claim 28, 
wherein the selecting of the backup set of data further 40 
comprises: 

generating a database file of the backup set of data, the 
database file being a pointer list identifying a location 
of each of the default set of boot files, operating system 
files, and selected programs and files stored on the 45 
primary hard disk drive of the computer system. 

30. A system for protecting data stored in a primary hard 
disk drive of a computer system as recited in claim 25, 
further comprising: 

scheduling when to incrementally copy portions of the 
backup set of data. 

31. A system for protecting data stored in a primary hard 
disk drive of a computer system as recited in claim 25, 
further comprising: 55 

collecting an e-mail address of a computer support 
personnel, and sending an automatic e-mail message to 
the computer support personnel at the e-mail address 
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after the failure occurs with the primary hard disk drive 
that disables booting to the primary hard disk drive. 

32. A system for protecting a user's productivity upon 
detecting a failure with a storage media of the user's 
computer system, the system comprising; 

a peripheral storage device having a storage media that is 
formatted to be a protection enabled media and con- 
tains a backup set of data including a default set of boot 
files and operating system files, the backup set of data 
being substantially continuously backed up on a sched- 
ule; 

a host adapter basic input/output operating system (BIOS) 
being configured to receive an indication from a system 
BIOS that the failure has occurred with the storage 
media of the user's computer system, the host adapter 
BIOS being further configured to provide an option of 
re -booting the user's computer system from the periph- 
eral storage device; 

a computer user interface for providing options of repair- 
ing the storage media, restoring the storage media, or 
continue working from the peripheral storage device 
until the storage media is repaired and restored; and 

a preparation engine that is configured to write one or 
more identification codes onto a first track of the 
storage media of the peripheral storage device follow- 
ing a master boot record sector, obtain a serial number 
from the storage media of the peripheral storage device, 
and write the one or more identification codes along 
with the obtained serial number into a registry file of 
the user's computer system. 

33. A system for protecting a user's productivity upon 
detecting a failure with a storage media of the user's 
computer system as recited in claim 32, further comprising: 

a help notification system that is configured to automati- 
cally send an e-mail message to selected computer 
support, the e-mail message contains information that 
approximates a problem that caused the failure of the 
storage media. 

34. A system for protecting a user's productivity upon 
detecting a failure with a storage media of the user's 
computer system as recited in claim 32, wherein the host 
adapter BIOS is integrated on a small computer system 
interface (SCSI) host adapter controller that couples the 
computer system to the peripheral storage device. 

35. A system for protecting a user's productivity upon 
detecting a failure with a storage media of the user's 
computer system as recited in claim 32, wherein the prepa- 
ration engine is configured to re-format the storage media of 
the peripheral storage device and partitioning the 
re -formatted storage media to one or more logical local 
partitions to match a partitioning scheme of the storage 
media of the user's computer system; and 

wherein the formatting of each of the logical local parti- 
tions is configured to match a formatting scheme of the 
media of the user's computer system. 
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NETWORK-ATTACHED STORAGE (NAS) and 
STORAGE AREA NETWORKING (SAN) 
May 1999 



As storage capacity continues to grow at a compounded annual growth rate that exceeds 60%- 
90% for Windows NT-demands for external storage under centralized management persist. 
With these growing needs, continuous availability, ease of management, scalability, and 
resource sharing-ultimately in a heterogeneous environment-also receive increased emphasis. 
Two specific architectures are prime candidates to fulfill these requirements: Storage Area 
Networking (SAN) and Network Attached Storage (NAS). 

Neither SAN nor NAS concepts are new, but their evpolution into the open system 
environments represents one of the most important changes affecting the storage industry in 
more than a decade. SAN and NAS are about to revolutionize the industry with ramifications 
extending beyond storage into network and systems management and architecture. SAN and 
NAS no longer couple storage directly to the server; this architectural change has important 
repercussions on the management of data in an enterprise. 

This Paper covers NAS and compares NAS to SAN. Look for other Papers on SAN at 
http://www.periconcepts.com/ 

Network-attached storage (NAS) 

Network-attached storage (NAS) is a fully integrated and dedicated storage solution. It can 
quickly and easily attach to a network topology, becoming immediately transparently available 
as a network resource for all clients. NAS is platform- and OS-independent, and appears to the 
application as another server. You can plug it in without shutting down the network, and it 
requires no changes to existing file servers. 

NAS consists of a simplified server that performs only one function-and performs it well-not 
having to meet the conflicting requirements of a general-purpose OS. NAS can only run limited 
applications, but its ease-of-use and price/performance are unmatched. Implementations vary 
in which storage technologies and devices they support: Some may restrict themselves to CD- 
ROM, others to optical technologies, and still others may provide access to any storage 
technology including tape and magnetic disk. 

NAS devices contain embedded processors running some sort of OS or microkernel that 
understands networking protocols and is optimized for I/O services. In contrast to the 
dedicated networks utilized with the storage area networking (SAN) architecture , NAS devices 
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directly attach to the standard messaging network, and are addressable via standard file- 
system protocols-for example, Network File System (NFS) or Common Internet File System 
(CIFS). These devices are typically optimized for particular tasks, such as file serving, and 
tend to accomplish these tasks at very high performance levels. 

To applications running on the network, NAS looks like an ordinary server. To any client, it 
looks like a large storage device. If the NAS does little more than allow the network 
connection, it is called network-ready storage or a thin server. When NAS provides additional 
processing power to perform file and storage management tasks, it is called a network- 
attached storage server (NASS). NASS provides autonomy from a central server or CPU and 
optimizes the cost/performance ratio for a wide range of products covering multiple 
applications. It consolidates the storage of many application servers into a single storage 
service offered by one manageable pool of physical storage (Figure 1). 

NASS may address the interoperability issue among different major platforms. Interoperability 
is an important feature that helps facilitate server consolidation in today's diverse operating 
environment. NASS usually takes advantage of NFS, CIFS, and NetWare Core Protocol (NCP) 
to be operational under different UNIX, Windows, and Novell NetWare platforms while 
providing simultaneous access to the same files from different platforms. The downside is that 
NASS systems move a great deal of data across the messaging network, potentially degrading 
overall network performance. 

Major participants in the NAS market include Creative Design (CDS), Meridian, and Axis 
Communications at the low end; Network Appliance (NetApp), Unisys, LSI, Procom, and 
Artecon in the mid-range; and EMC and Auspex at the high end. Hewlett-Packard (HP) offers 
NAS jukebox solutions. Some software vendors offer a complete OS for NAS that can turn any 
hardware storage system into a multiprotocol file server for both UNIX and Windows clients. 
CrosStor is one of the leading vendors in this market. 

A More Elegant Solution 

Traditionally, the approach to solving network storage problems has been to add new drives 
and more processing power to available general-purpose/application servers or to add a new 
server. This approach does little to address the real problems of degraded response time, 
increased complexity, and availability of data. The advantages of NAS over conventional 
server-attached (or bus-attached) storage are performance and connectivity (see Figure 2). In 
addition, if you need an additional server to handle the new storage, a NAS solution is simpler 
and cheaper. NAS can produce improved file-access performance at a substantially lower cost 
than a general-purpose network server can. When factoring in the additional cost savings 
generated with a simple installation process, which literally takes minutes instead of hours or 
days, and ongoing reduced management costs, NAS is a better, more elegant solution. 

New applications have created new requirements for high-speed transfer of very large files. 
General-purpose servers and most OSs were developed for fast processing in multiuser, 
multitasking environments and are a poor match for handling large files at high speeds. 
Performance problems and traffic bottlenecks develop when one server transmits data to 
another, or more accurately, when one storage device attached to a server transmits data to 
another storage device connected to another server on the other side of the network. NAS is 
optimized to move the data to users efficiently without the overhead and complexity of general- 
purpose servers. The controllers ability to connect anywhere on the network lets you balance 
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network performance by placing the storage close to the users who need the data. This 
architecture is particularly effective when bridges, routers, or switches segment the network. 

Both storage area networking (SAN) and network-attached storage (NAS) technologies involve 
externalizing storage from the server and adding flexibility to network storage. With SAN 
technology, storage devices reside on their own networks with all the flexibility and 
performance benefits associated with networking. NAS technology involves employing a 
networking interface on storage devices, making them fully active nodes on the existing 
network. Both technologies come with comparative benefits and drawbacks. 

Pros and Cons 

The advantages of SAN reside in its superior performance, reliability, and connectivity. SANs 
offer a high-bandwidth link capable of growing incrementally and are better suited to 
transferring very large blocks of data. By contrast, the bandwidth properties of the data 
network characterize NAS networks, which are suited to efficiently move data in moderate-size 
segments. SAN delivers data reliability in a predicted time, while LANs (and NAS) retransmit 
data when the network is congested or fails for any reason. SAN offers a very high level of 
connectivity via cascading hubs and switches. 

NAS devices typically see storage as files; SANs usually see blocks of data (see Table 1). This 
difference represents one of the major advantages of NAS configurations. Its other big 
advantages are ease-of-installation and its ability to offer low-cost entry product configurations. 
NAS doesn't require any significant initial investment, and the technology is available and 
proven. 

NAS is not always a good idea for database applications because it's file-oriented. It works 
well, however, for document management and knowledge management applications. Because 
NAS does nothing but hold files for the network, it is flexible; however, it can also be inefficient 
at peak times due to network slowdowns. NAS devices work well for workgroups with high 
storage demands and in clustered server environments. 

Each architecture has advantages depending on the application and existing infrastructure. 
The advantages of NAS include leveraging the current networking infrastructure and the 
enormous amount of development invested in this industry. NAS has a lead over SAN in 
heterogeneous data-sharing environments. SANs are at least two years away from offering 
this feature on a widespread commercial basis. 

SANs and NAS are likely to coexist for some time and are, in many respects, complementary 
technologies. It appears likely that NAS functions will eventually migrate to the SAN. One way 
to think of NAS is as an important evolutionary step on the path to SAN. 



By: Farid Neema 
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Santa Barbara, California, 93105 
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CROSSTOR SOFTWARE - Booth #F3 

Sue Smith 

4041 Had ley Road 

South Plainfield, NJ 07080 

Tel: 908-226-0100 

FAX: 908-226-9596 

E-mail: 

Website: http://www.crosstor.com 
COMPANY BACKGROUND: 

CrosStor provides NAS, SAN and storage management software to OEMs. CrosStor 
software increases the reliability, availability, performance, and functionality of storage 
by making storage fundamentally more intelligent, easier to use and more manageable. 
An integrated, stackable architecture supports portable frameworks that operate across 
enterprise platforms and on the CrosStor NAS storage operating system. These 
frameworks export APIs that OEMs can use to easily create customized storage 
applications or, optionally, integrate with CrosStor-developed software. CrosStor's 
architectural modularity allows rapid integration, accelerates time to market and permits 
OEMs to focus internal resources on developing strategic, value-added software and 
storage system differentiation. 

CrosStor is privately held and is headquartered in South Plainfield, New Jersey. The 
company has a software development division and Midwestern sales office in Colorado 
Springs, Colorado and a West Coast sales office in Fremont, California. 

STORAGE NETWORKING PRODUCTS: 

For storage appliance OEMs, CrosStor NAS is a multi-protocol, appliance operating 
system that includes CrosStor's programmable and flexible StackOS thin operating 
systems and the CrosStor FS high-availability, journaling file system. CrosStor NAS 
also includes CIFS, NFS and HTTP protocols and allows OEMs to create a single 
appliance that supports Microsoft Windows and UNIX files and provides unified 
directory services. 

Going forward, CrosStor is pioneering standards that enhance existing NAS protocols 
to eliminate the distinctions among NAS, SAN and WAN - allowing all three types of 
hardware platforms to be integrated and administered as one. OEMs can work with 
CrosStor to create intelligent solutions for heterogeneous file sharing over SAN-based 
networks. With CrosStor SAN, OEMs can create unified NAS and SAN products that 
incorporate their associated security and naming models and are both based on the 
open file-sharing protocols. 

Other CrosStor storage modules are: CrosStor Volume Manager - for software RAID and 
disk concatenation, CrosStor DMAPI - for hierarchical storage management, CrosStor 
Snapshot - for online backup, and CrosStor Remote Server Mirroring. CorsStor storage 
management modules integrate with CrosStor NAS and across open system platforms. 
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51 • 6867428 PLURAL? OR SEVERAL? OR MULTIPL? OR MULTIT? OR NUMEROUS? OR 

MANY OR MORE (2W) TWO 

52 5725278 THREE? OR TRIO? OR TRIUNE? OR TRIAD? OR TRIPL? OR TERTIAR? 

OR THIRD OR 3RD 

53 9122575 FIRST? OR 1ST OR PRIMARY OR INITIAL? OR ORIGINAL? OR LEADO- 

FF? OR MAIN OR CHIEF OR INTRODUCTORY? 

54 7 4 69535 SECOND? OR 2ND OR DOUBL? OR TWIN? OR EXTRA? OR DUPLICAT? OR 

ANOTHER OR SUBSIDIAR? OR AUXILIAR? 
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TITLE: New software lets ISVs link their storage environments 

With CrosStor Software's Omni-ISV plan, independent software vendors (ISVs) 
can link their storage requirements with CrosStor 1 s network-connected 
storage OS. Moreover, a NAS OS extension code set should be available in 
4Q99 that will allow products from third -party providers to run in 
storage area networks (SANs) . NAS appliances, which are easy to install 
storage devices that plug into networks, provide servers with easy access 
to data. SANs are groups of storage devices linked to a high-speed 
network that remains separate from the server network or. . . 

...run in both NAS and SAN configurations; however, the Omni-ISV program 
will make available application programming interfaces ( APIs ) to 
CommVault Systems, for instance, to allow the backup /recovery software 
developer to run its software on both NAS and SAN devices. A spokesperson 

DESCRIPTORS: Integration Software; LANs; Network Servers; Network Software 
; Network Utilities; Storage Management; System Managed Storage 
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